Due to the broadcast nature of Wi-Fi, attackers can easily steal users' privacy by eavesdropping. Such attacks are in full force when packets captured can be quickly mapped to individuals. Nevertheless, this task is non-trivial in most public environments with more than one stranger because packets only include device identities (MAC addresses). We observe that cameras can help attackers to identify users, and moreover, both visual signal (i.e., the body size in the images) and electronic signal (i.e., RSSI) are affected by the relative motion between the user and the surveillance equipment. Leveraging this observation, we propose a new attack EV-Linker to achieve this goal by matching the distance information hidden in electronic and visual signals. We consider both scenarios with moving and motionless persons. Our evaluation results demonstrate that EV-Linker can effectively couple the devices with the owners, whether they are moving or not, with high accuracy.
Introduction
While Wi-Fi greatly facilitates people's life, it becomes one of the hot targets of attackers. Due to the broadcast nature of Wi-Fi, the attackers can launch a variety of attacks such as eavesdropping, man-in-the-middle and rogue access points [1, 2] . Though Wi-Fi communication may be protected via encryption, attackers still can make use of some unprotected fields in the physical or data-link layer to infer users' behaviors [3] . Actually, as long as one turns on the Wi-Fi module, whether or not it is connected to an Access Point (AP), he is under the risk of being tracked by non-intrusive Wi-Fi sniffers deployed along the street [4, 5] . Moreover, by utilizing Wi-Fi active probes, the attackers can even uncover people's social networks in the real world [6] [7] [8] [9] [10] .
Such attacks can be significantly enhanced if the attacker has the ability to quickly map the data eavesdropped to individuals, especially her/his image. For instance, at the airport, suppose a device is eavesdropped to browse sensitive web-sites through public Wi-Fi. If the attacker can further associate such information with an individual's image captured by a camera around, he may make a big news if the image shows that the person is a superstar. Again, many coffee shops now provide free Wi-Fi access for customers to enjoy online music, check emails, etc. If the attacker can map eavesdropped information to images of the customers, he may pick specific targets (e.g., beautiful girls, who look wealthy) and find out ✩ This work was supported by NSFC-61321491, NSFC-61425024, and NSFC-61300235. suitable topics to chat with them so as to gain their trust, before launching further attacks causing financial lost or even endangering the targets' life.
Nevertheless, it is not trivial to couple the eavesdropped data with a stranger, especially in scenarios with more than one person present. This is because Wi-Fi packets usually only contain device identities (i.e., MAC addresses) rather than any obvious user identities, let alone images. In this paper, we propose EV-Linker to show that there are some available clues that can be utilized to achieve this goal with just common cameras and laptops.
It is obvious that, in the eavesdropped packets transmitted from the owners' mobile devices, Received Signal Strength Indicator (RSSI) can represent the owner's movement in some degree as it is mainly influenced by the relative distance d from the sniffer to the transmitter. Meanwhile, the owner's movements can be easily captured by a camera and reflected by features such as the body height in images. Therefore, when the attacker puts a sniffer (e.g., a Wi-Fi AP or a laptop with its wireless card working at monitor mode) and a network camera together to monitor a target area, the consistency of the variances of the electronic and visual signals, caused by the persons' movements, offers a good opportunity to couple mobile devices with their owners even if they just pass the monitored area in a few seconds.
EV-Linker's design confronts many challenges:
1. Noisy RSSI: RSSI measurement at the packet level is not accurate and is full of noises. In the worst case, it can lead to the significant error in the coupling result.
Random Arrival of Packets:
The random arrival feature of packets makes the RSSI signal much different from the visual signal captured at fixed intervals so that the traditional techniques of signal processing and matching cannot work well. 3. Persons' Similar Movements: In the monitored area, some persons' movements can be similar during some time. If we treat all the movements at different periods of the time equally, we would not be able to obtain an accurate coupling result. 4. Motionless Persons: There can be a number of persons enjoying the convenience of Wi-Fi motionlessly, which is more challenging than the scenario with moving persons only.
Considering all the challenges mentioned above, we make the following contributions in this paper:
• By taking advantage of a sniffer and a network camera, we propose EV-Linker that exploits the consistency of the electronic and visual signals' variances, caused by the owners' movements, to couple the mobile devices with the owners.
• To get a highly accurate result when coupling the mobile devices with the owners, besides applying special signal processing techniques, we design an effective weighting algorithm to integrate results, taking full consideration of the noise of RSSI, the random arrival feature of the network packets and the persons' similar movements.
• To deal with the more challenging situation with the motionless persons, we move the signal capture devices along a specific track to introduce signal variances necessary for device distinguishing. The critical problem here is how to search for the optimal track. We find that people's positions play an important role in this process, so we first propose an effective method that can estimate people's positions from the images. We then present a scheme to find the optimal track based on the estimated positions.
• We conduct a series of experiments to evaluate the effectiveness of EV-Linker and the precision of the position estimating method. Our evaluation results demonstrate that even with the single sniffer and network camera it is achievable to effectively couple the mobile devices with the owners, whether they are moving or not.
The rest of the paper is organized as follows. In Section 2, we introduce the background and overview of EV-Linker. In Section 3, we take the situation with the moving persons as an example to present the details of EV-Linker. A more challenging situation with the motionless persons is discussed in Section 4. In Section 5 we conduct a series of experiments to evaluate the effectiveness of EV-Linker and precision of the position estimating method. A further discussion is made in Section 7. We conclude the whole paper in Section 8.
Background & overview of EV-Linker
To have our work better understood, we need to introduce some additional information about EV-Linker. First, we formalize the problem to be solved so that we can make it brief enough to understand. We then make an introduction about the signals utilized in EV-Linker. After that, we present the framework of EV-Linker.
Problem formulation
During a time period T = {t i |i ∈ Z * }, there can be n persons passing or lingering in the monitored area while m of them surfing the Internet through Wi-Fi. The camera can record the persons' movements in images and the sniffer can derive RSSI of the eavesdropped packets delivered from the persons' mobile devices. Persons' movements can have a direct influence on the variances of RSSI, as RSSI is inversely proportional to the distance d between the sniffer and the person's device. So is the height of the person in the images. Therefore, we can couple the persons with their devices by performing a signal matching between the object sets of electronic and visual domains O e and O v , and find the optimal assignment a j from all the possible assignments A = {a j |0 < j ≤ n! (n−m)! } to achieve the following goal: To accomplish this goal, we need a deep investigation on E-Signal (i.e., RSSI) and V-Signal (i.e., the height of the target in the images).
E-Signal
RSSI indicates the signal strength of the packet captured at the receiver side and it can be modeled as the function P of the distance d [11] :
In this function, P 0 is the original transmission power, γ is the attenuation coefficient, d 0 is the reference distance and P n is the noise, which are all known except for P n . We can make some transformation about (2) and derive the following function:
Under some conditions, we can assume that P n is a constant so that (P 0 + P n + γ log 10 (d 0 )) is also a constant and then we can see that P (d) directly depends on the distance d so that the variances of RSSI can be used to infer people's movements.
Before we use it, a further analysis on the relation between them is still needed from both the perspectives of velocity and direction.
• Velocity's Impact on RSSI: The velocity has a significant influence on the variance of the relative distance d between the person and the sniffer. Based on (3), it is obvious that the velocity does have some influence on RSSI. Based on our real experiments, we can see that, when a person walks at the normal speed and slow speed separately, the changes of RSSI are different in Fig. 1(a) .
• Direction's Impact on RSSI: Besides the velocity, the direction of the person's movement has the similar effect on the change of relative distance d between the person and the sniffer, meaning that the variance of RSSI is also influenced by the direction of the person's movement just as shown in Fig. 1(b) . It is easy to observe the distinct variances of RSSI in Fig. 1(c) when the person straightly walks away from the sniffer and then turns back. What is more, except for the noise, we can see that the change of RSSI is monotonous before and after the person makes a turn.
However, the relation between the variance of RSSI and the persons' movements alone cannot make it possible to couple the moving persons with their mobile devices under Wi-Fi, and so we need some extra data. People's movements can be easily captured by the camera, of which we can make full use to get more detailed information about the mobile devices' owners. 
V-Signal
With the mature techniques of object identification and object tracking, we can easily identify and trace the moving persons in the monitored area from the images and then derive detailed information about the persons' movements. In the visual domain, the captured person's height h in the image has a close relation with the distance d between the person and the camera. With the camera's focal length f known, we can calculate the person's real height H human by the following function:
Just as shown in Fig. 2 , we assume that the camera's focal length is f and a person, whose real height is H human , is captured at two places, the distance of which to the camera is d 0 , d, respectively. This person's height in these two pictures is h 0 , h, respectively. We can derive the following equations:
We can see that both RSSI and the captured person's height h in the images are inversely proportional to the distance d between the person and the signal capture devices. Once the sniffer and the camera are put together, we can employ the consistency of E-Signal's and V-Signal's variances to couple the moving persons with their mobile devices. However, from Fig. 3(a) , we can see that the different functions of E-Signal and V-Signal make it hard for us to make a perfect matching between them. To solve this problem, we define a new indicator LogV in the visual domain, which is similar to the function of RSSI: (6) ζ is a coefficient that can be set same to γ in (2) and δ is used to shift LogV along the Y axis. In Fig. 3(b) , we can see that LogV has a good approximation of RSSI. Therefore, in the following part, when we use V-Signal, we just refer to LogV, except for the specific illustration. 
Framework of EV-Linker
Just as shown in 
EV-Linker with moving persons
Our work starts with the moving persons. When there is only one person in the monitored area, it can be easy for us to couple him with his mobile device based on the appearing time and lasting time. However, it is more challenging when two or more persons enter and leave the monitored area almost at the same time. In this paper, we concentrate on the latter one, the solution of which can also be applied to deal with the prior one. In the following subsections, we will give a detailed description about how EV-Linker works with moving persons.
E-Signal preprocessing
When we try to couple the mobile devices with the owners, E-Signal is the key clue, of which we need to make full use. However, the unique features of E-Signal make it necessary for us to make some further pretreatment.
• Random Arrival of the Network Packets: RSSI is extracted from the eavesdropped packets. Nevertheless, the packets' random arrival makes RSSI much different from the signal captured with fixed frequency. If we directly utilize RSSI without any pretreatment, there are two factors that can lead to incorrect matching result. Firstly, it is the distortion of RSSI when we treat it the same as the signal captured with fixed frequency. What is more, if the packets' arrival time concentrates in a short time interval, RSSI can only represent the local trend, instead of the global trend. In this paper, we deal with the problems caused by the random arrival of the network packets in two phases. At first, to make it achievable to conduct an accurate signal matching, we need to do something to guarantee the approximate constant time interval in RSSI. We then take into account its influence on the matching result when integrating the result.
• Noise of the Environment: In Fig. 1 , it is obvious that RSSI is vulnerable to the surrounding noises that deviate it from its normal value. The large amount of local peaks and valleys make it difficult to perform a suitable signal matching, which has a direct influence on the accuracy of the coupling result. Therefore, we need to smooth the eavesdropped packets' RSSI to filter out the noise.
To deal with these problems, we conduct the following two process on E-Signal.
1. Re-sampling: Packets' random arrival leads to the various packet rates over time. Therefore, there can be a too small or too large amount of packets in each second. Considering the limited frames taken by the camera in each second, we need to select the typical packets from the large amount of packets in a second and remove the packets transmitted within a short time interval so that we can derive the approximate constant time interval. As the camera's frame rate is 20 frames per second, to obtain an accurate matching result, we set the re-sampling threshold = 40, twice times of the camera's frame rate. When the packet rate is higher than , we conduct Algorithm 1. In fact, by fusing the packets transmitted within a short time interval, we also filter out the noise in some degree. However, as the fixed-length time interval is still absent in the sampled result, we re-calculate RSSI with the fixed-length time interval (0.05 second) based on the sampled result. We then apply the re-calculated RSSI to our following work. 2. Smoothing: To deal with the noise of RSSI, we adopt the technique of exponential smoothing [12] to remove the large amount of local peaks and valleys in RSSI. An original data sequence with n records can be smoothed by the following function [12] :
s (i) is the i-th smoothed record. s(i) is the i-th original record. ϑ is the smoothing factor and 0 < ϑ < 1. According to our observations, when ϑ e = 0.04, the smoothing result not only can remove the local noises but also keep the global trend of RSSI.
To achieve a successful matching result, besides the pretreatment on E-Signal, we also need to conduct the similar work on V-Signal. Actually, with V-Signal, we can get much more detailed information about people's movements.
V-Signal preprocess
As people's movement can be easily captured by the camera, we can extract some useful information of it from the obtained images. In this paper, we use Histogram of Oriented Gradient (HoG) detector [13] to detect the persons in the images and derive their corresponding height h in the images. The variances of the persons' height h can also be a suitable indicator of their movements. Meanwhile, there are still some noises in V-Signal because of the weak ambient light and the complex background, which make the person's size h t inaccurate at time t. Hence, we need to calibrate h t . We can see that while a person moves in the monitored area, at time t, the expectation of his height h in the picture E[h t ] ≈ h t−1 . We use the first m history records {h i |t − m ≤ i < t} before time t to estimate the scope of current record h t :
ϕ deals with the noise in the first m history records {h i |t − m ≤ i < t}. If the achieved h t is beyond the scope, we treat it as a noisy record and just set h t = h t−1 . Under some circumstances, the person may not be able to be identified continually, and so we utilize the achieved data around time t to estimate the value of h t . When we transform the original values into LogV, it is still necessary for us to conduct the similar work about smoothing to filter out the noise. Based on our initial experiments, it is when ϑ v = 0.2 that we can remove the noise from LogV.
EV-Association
With the above work done, we have obtained the preprocessed E-Signal and V-Signal, which we can utilize to couple the mobile devices with their owners. In this paper, we take advantage of the phenomenon that the owners' movements can cause the consistent variances of E-Signal and V-Signal. We have conduct a series of work on the signals, but what we can do is to minimize some factors' influences on the final coupling result. Since these influences cannot be completely removed, it is difficult to fully achieve the goal of (1). However, we can split both signals into a series of short frames and make a series of matchings to achieve a relatively accurate coupling result.
Similarity measurement
While coupling the mobile devices with their owners, we need to measure the similarity between E-Signal and V-Signal in advance. Due to the existence of the noise, there can be some "singularities" [14] (i.e., local peaks and valleys) in the signals making it hard to perform a good matching. Moreover, there can be a time shifting between E-Signal and V-Signal. To efficiently avoid the "singularities" and overcome the problem of the time shifting, we adopt Derivative Dynamic Time Warping (DDTW) algorithm [14] , taking advantage of the difference of the estimated derivatives to measure two time sequences' similarity. The derivative k of the sample point s i is calculated by the following function in [14] :
It is obvious that the derivative k ∈ (−∞, +∞) indicates an associated angle α ∈ (− π 
This problem can lead to the similarity bias. Therefore, we derive the associated angle α from the estimated derivative k and directly use the difference of the associated angles diff = |α − β| to measure the similarity of the two points s M i and s N j and then derive relatively accurate difference between E-Signal and V-Signal.
Object assignment and integration
At each time frame t, we extract the object sets O e (t) and O v (t) from E-Signal and V-Signal and there can be a set of assignments A(t) between O e (t) and O v (t). Based on the obtained signal differences Diff (o e , o v , t, a j ) , a j ∈ A(t), we need to find a suitable assignment a ∈ A(t) to couple the mobile devices with their owners. It is common that |O e (t)| = |O v (t)| because of the limited monitoring scope of the camera and the existence of persons who do not use Wi-Fi. Since the owner's movements can lead to the consistent variances of corresponding E-Signal and V-Signal, what we need to do with current time frame t is to find an assignment a j achieving the following goal:
Therefore, we adopt the modified Hungarian Algorithm [15] to have an appropriate assignment of the objects in the electronic and visual domains at time frame t.
With the suitable assignment a ∈ A(t) at each frame t obtained, we integrate them by the Voting Algorithm [16] and get the final assignment result. However, considering that each assignment's quality is affected by the random arrival of packets and the persons' movements within this time frame, to measure each assignment's quality, we design a context-based weighting algorithm.
Context-based weighting algorithm
Making full use of the unique features of the random arrival of the packets and the persons' movements within each frame, we design the context-based weighting algorithm to deal with their influences on the accuracy of each assignment. Algorithm 2: Confidence algorithm in term of movement.
Random arrival of the packets
To have an appropriate description of the packets' arrival within a frame, we analyze some statistics on the packets arrived in the same frame and obtain some indicators in Table 1 . On the ideal condition, the packets need to be uniformly distributed over the total time interval T ideal . Based on this intuition, we define some metrics to measure the difference between the real condition and the ideal condition. Firstly, the total lasting time of packets, t stop − t start , should be as long as the ideal lasting time T ideal . Once t stop − t start is much shorter than T ideal , even if there are a large amount of packets arriving in this frame, the final assignment is still poor since it can only describe a local trend, instead of the global trend.
Moreover, it is also important that the packets are uniformly distributed over current t stop − t start . The comparison between i min r and t stop − t start can be a good indicator. Meanwhile, the time intervals' standard deviation δ can also indicate the packets' distribution over time in some degree, which we can further utilize. Last but not least, the packet number r can also indicate the assignment's quality. The smaller the packet number r is, the poorer the assignment's quality will be. Based on the indicators introduced above, we define the following weighting function from the perspective of packets:
Similar movements of the people
In the real scenes, there can be several persons who, except for some specific time, always move in the similar way, making it much difficult for us to distinguish them and obtain an accurate assignment. Therefore, to derive the accurate assignment, we need to pay more attention to the signals within the specific time when the persons have different movements. In fact, when we compute the differences between E-Signal and V-Signal, we obtain a difference matrix DiffMatrix. Each row of the difference matrix DiffMatrix represents the differences between the target E-Signal and the whole V-Signal, while each column represents the differences between the target V-Signal and the whole E-Signal. When the persons have similar movements, the differences among the values in each row and column of the difference matrix DiffMatrix can be small. Meanwhile, with the different movements, the differences between the values in each row and column can be large. Taking advantage of this phenomenon, we can calculate the associated confidence to accurately distinguish the persons' movements by Algorithm 2 and then derive the weight in term of the persons' movements, w m = conf m .
With these two categories of weights derived, we can obtain the total weight w total at time t from them by (11) to evaluate the quality of the assignment.
w p (o e ) + w m (t) ( 
11)
When we integrate the weighted assignments by Voting Algorithm, we can achieve a more accurate coupling result. Compared with the situation with the moving persons, the situation with the motionless persons is more challenging. In the following section, we present how to utilize EV-Linker in the more challenging situation with the motionless persons. 
EV-Linker with motionless persons
In the above section, we mainly focus on coupling the moving persons with their mobile devices by EV-Linker under Wi-Fi. However, in the real scenes, there can be some persons enjoying the convenience of Wi-Fi motionlessly. We also want to make it possible to associate them with their mobile devices by EV-Linker. It is obvious that the distance d between the person and the signal capture devices is influenced by the relative movements of the person. Based on this observation, we can move the signal capture devices to cause the relative movements so that we can derive the variances of E-Signal and V-Signal and apply EV-Linker. However, while we move the signal capture devices, from the perspective of the motionless persons, the relative movements between the motionless persons are absent and so the artificial movements are much more limited in terms of the velocity and the direction. Therefore, it raises a great challenge against EV-Linker. Except for this challenge, there is some freedom for us that we can select an optimal track, along which the signal capture devices are moved, to achieve the best coupling result. To find out this optimal track, we make a detailed analysis of the scene and propose the corresponding solution.
Scene analysis
In the real scenes, there can be a series of constraints that limit how we move the signal capture devices. In this paper, we think about the scene with no blocks so that we can move the signal capture devices freely, and it is only the linear tracks LT that we consider. To make it possible to couple the motionless persons with their mobile devices, we need to find out an optimal track track i ∈ LT, 0 < i ≤ |LT |, to distinguish both variances of E-Signal and V-Signal. It is obvious that both RSSI and LogV are inversely proportional to the distance d. Suppose that a person stands at (x 1 , y 1 ), and we move the signal capture devices from (x , y ) to (x , y ) that x = x + x and y = y + y, during which the distance d varies
We can define the following function to measure the magnitude of the distance variance when we move the signal capture devices: (12) If the second person stands at (x 2 , y 2 ), the difference of the distance variance caused by the signal capture devices' movements can be defined as: (13) In this way, when we move the signal capture devices along a track track i , we can adopt DI to describe the ability to distinguish the signals of both persons so as to make it possible to couple them with their mobile devices.
DI(x
The larger DI is, the much easier it would be for us to couple the mobile devices with the real owners. When there are m (m ≥ 2) motionless persons surfing the Internet through Wi-Fi, to achieve an accurate coupling result, we just need to pick out the optimal track track i to distinguish the signals of each pair of the persons and achieve the following goal: (15) In fact, the track can be determined by any two persons' relative positions in the real scenes just as shown in If there are only two motionless persons in the monitored area, MDI can be simplified and redefined:
d persons is the distance between A and B. P start and P end are the start and end points of the track. With MDI 2 , we can make an evaluation of the selected track's effect on distinguishing the signals. Due to the space limitations of the monitored area, there would be a limited number of valid tracks, making it easy for us to find out the optimal one. It is the motionless persons' relative positions in the real scenes that play an important role in selecting the optimal track. Nevertheless, in the real scenes, we cannot measure the person's position directly. Therefore, before searching for the optimal track, we need to estimate their relative positions in the real scenes in advance. It can be hard to achieve this goal with E-Signal, but V-Signal can provide us with some useful clues. In the following part, we make a presentation about how we use the images captured by the signal camera to derive the information that we need.
Single-camera-based position estimation method
A detailed analysis about the features of the images offers us some useful information to estimate the person's position in the real scenes, even if they are just taken by the signal camera. In Fig. 6 and Fig. 7 , based on the pinhole imaging principle, we can get that: d vertical is the real distance from the target to the camera in the vertical direction while d vertical is the corresponding distance in the image. Meanwhile, H camera is the distance from the camera to the ground, f is the focus length of the camera. Assume that the image's size is height image * width image . From the target's position in the image (x, y) in Fig. 6 , we can further modify (17) and derive the following one:
Once the real distance from the target to the camera in the vertical direction d vertical calculated, we can calculate the real distance from the target to the camera in the horizontal direction d horizontal in Fig. 8 : 
What is more, we can estimate the current track (d
) that the signal capture devices are on.
We can then go on with our work to select the optimal track (d 
Evaluation
In this part, we evaluate EV-Linker under both situations with the moving persons and with the motionless persons. First, we give an introduction of the experiment settings. We then make a detailed presentation about the evaluation result with various factors considered, which can have some influences on the coupling result. With the motionless persons, we conduct some further experiments on the proposed position estimating method. 
The assignment values are True (T), False (F) and No Consideration (-).
Fig. 9.
Scenarios with moving persons (the mean lasting time is 10.08 seconds).
Experiment settings
To obtain the consistency of both E-Signal's and V-Signal's variances caused by the persons' movements, we utilize an extra wireless network card AirPcap NX and a network camera Microsoft LifeCam Studio so that we can put them together.
All the captured signals are transmitted to a laptop Thinkpad W530. We conduct the evaluation in a 6.55 m × 15.35 m hall and set up our test AP with TP-WDR7500. The resolution of the pictures, from which V-Signal is derived, is 640 × 480. According to our observations, it is when ζ = 42.5 that LogV can have a good approximation about RSSI in the real scenes.
To make EV-Linker work well, we split both E-Signal and V-Signal into short frames, the length of which is 2 seconds, with the overlapping window of 1 second. We set τ v = 0.2 and τ e = 0.8 when we calculate conf m in Algorithm 2. We give a detailed presentation about our evaluation result with the moving persons and with the motionless persons respectively in the following parts.
EV-Linker with moving persons
In this part, we evaluate EV-Linker with the moving persons, from which we can gain some deep insights about the relationships between the signal variances and the persons' movements.
It is the unique and consistent fluctuation of the signals caused by the persons' different movements that we employ in EV-Linker, and therefore, we apply it to deal with the situations with different movements in Table 2 at first. To fully describe the persons' movements, we consider three key factors: velocity, direction and origin. We consider the moment when the persons pass through the monitored area, which can be captured by the camera. According to our experiments, the average time of all the scenario instances is 10.08 seconds.
In Fig. 9 , we can see that EV-Linker can derive the available precision from all the scenarios with an average correctness of 77.14%. It is obviously challenging to deal with S1 since the persons' similar movements cause the signals' similar variances. What is more, the noise of environment can lead to the mismatching between the signals and reduce the precision of the coupling result. Except for S1, it can derive the appropriate precision with scenarios S2-S9. However, the precision fluctuates over all the scenarios, which is mainly because of the environment noise's influence on RSSI as well as the similarity of the persons' movements.
Include a motionless person In the real scenes, it is common that both moving and motionless persons exist. Nevertheless, in term of the velocity, the scenario with one motionless person, S9, can be treated as a specific one with different velocities. In Fig. 9 , we can see that EV-Linker can obtain the accuracy of 73.68% under S9. Moreover, when there are more than one moving person and more than one motionless person in the monitored area, we can take advantage of the phenomenon that the motionless persons stay in the monitored area for a longer time than the moving persons and derive an accurate coupling result by the following two steps: Step. 1 Couple the motionless persons with their mobile devices before the moving persons enter the monitored area or after the moving persons exit from the monitored area.
Step. 2 With the motionless persons successfully associated with their mobile devices, we couple the moving persons with their mobile devices.
Up to now, we have presented the detailed result about EV-Linker with the moving persons. In the next subsection, we evaluate EV-Linker in a more challenging situation with the motionless persons.
EV-Linker with motionless persons
Just as we have talked in Section 4, to derive an appropriate coupling result with the motionless persons, we need search an optimal track in advance and then move the signal capture devices along this optimal track to distinguish the signals. In Fig. 5 , we can see that a track can be uniquely identified by two persons' positions in the monitored area with d track and θ track . However, it is impossible to directly access these persons' positions. Therefore, to fully evaluate EV-Linker with the motionless persons, we conduct the following experiments step by step:
1. First, we evaluate the precision of the estimated motionless person's position (i.e., distance d and angle ω) in Fig. 8 , through the images, with our proposed position estimation method. 3. Based on the estimated motionless persons' positions and the estimated current track, we can calculate the optimal track and switch to it. With the aforementioned work done, we evaluate the accuracy of the coupling result with the motionless persons.
Motionless person's position estimation
Motionless persons' positions, in the monitored area, play an important role in coupling them with their mobile devices. Since it is difficult to directly access these persons' positions, we evaluate the proposed position estimation method at first. In Fig. 10 and Fig. 11 , we can see that the proposed method can obtain the appropriate precision in measuring both the distance d and angle ω. In Fig. 10(a) , with the distance increasing, the derivation of d rises, too. It is mainly because that the longer distance it is between the person and camera, the smaller the size of the person is in the images, making it more vulnerable to the noise of the environment while we detect the persons in the images. In fact, the noise of the environment makes the bounding box tend to be larger than normal when the person is far away from the camera, and so the estimated location is much closer to the camera in Fig. 10(a) . Both the standard derivation (STD) and the average absolute derivation (AVEDEV) in Fig. 10(b) can prove it. We measure the angle ω in radians. It is obvious that this method can derive a high precision in estimating the angle ω in Fig. 11(a) . With the change of the angle ω, the derivation of ω is very small in Fig. 11(b) . 
Current track estimation
With the motionless persons' positions estimated, we can select an optimal track to distinguish the signals. However, it is also necessary for us to learn about current track (d Fig. 13 , of which the max average absolute derivation is 0.34 rad. In (16) , it is obvious that d persons plays an important role when there are only two motionless persons in the monitored area. In Fig. 14 , it is obvious that a good estimation of the distance d persons is available.
Coupling result
Taking advantage of the proposed position estimation method, we can estimate the motionless persons' positions and current track so that we can make a choice about the track to move the signal capture devices. Due to the signal capture devices' limitations and the surroundings' constraints, it should only be in a very ideal situation that we can move the signal capture devices along the best track. Nevertheless, with the above data obtained, we can still select an appropriate track to couple the motionless persons with their mobile devices.
It is obvious that when persons are too close, the situation would be challenging for us to couple them with their mobile devices. However, when the distance d persons grows large, it is possible for us to make a choice about the tracks so as to obtain a coupling result with high accuracy in Fig. 15 . Moreover, with the distance d persons increasing, the accuracy rises, too. Up to now, we can see that, with EV-Linker, besides the moving persons, we can also make it possible to couple the motionless persons with their mobile devices.
Related work
Nowadays, it is a fashion to integrate the electronic and visual signals to solve some practical problems in the real scenario, mainly because that the electronic signal can be transmitted across a long distance and visual signal suffers from few surrounding noises. By integrating the electronic and visual signals, it can remove the noise in the electronic signal and extend the limited scope of the visual signal. Zhang et al. improve the accuracy of localization by integrating the electronic and visual signals [17] . Although the interference of the human body can cause the fluctuation of RSSI, it is still possible to eliminate the interference with the assistance of the camera [18] . ForeSight combines the visual information captured by the camera with the electronic information broadcast by the targeted vehicle to identify the targeted vehicle with a high accuracy [19] . Teng et al. utilize the electronic footprints to make the efficient visual surveillance [20] . The visual information is also useful to sound the electronic channel [21] . In this paper, we take advantages of object tracking [22] and sensor fusion techniques [23] during our design. We make full use of the consistent variances of E-Signal and V-Signal caused by the owners' movement to couple them with their mobile devices.
As the attacker cannot physically access the owners' mobile devices, it can be hard for him to couple the mobile devices with the real owners. Through the long-term tracking [24] , the attacker can establish the relation between the targeted owner and his mobile device, but it is time-consuming and, sometimes, high-cost. While some localization methods such as EV-Loc [17] and EV-Human [18] also can be applied to achieve the same goal, they require a complicated preparation with more APs and cameras deployed, which can be difficult for the attacker to launch them immediately whenever and wherever he want. Different from the prior work, EV-Linker makes it possible to accomplish this goal with high flexibility and effectiveness so that the attacker can immediately launch it with a wireless network card and network camera.
Discussion & future work
Actually, there still exist some limitations about EV-Linker that we need to deal with in the future. In the real scenes, there can be several persons whose movements are symmetrical from the perspective of the signal capture devices, and so it can be too difficult to distinguish signals so as to derive an accurate coupling result. Meanwhile, when there are too many persons moving in the monitored area, the frequent and unavoidable occlusions make it challenging to derive an accurate coupling result since they can cause much more noises of RSSI and the transient lack of V-Signal. To deal with these problems, we need to search for some more robust clues about E-Signal and V-Signal and apply them to coupling the mobile devices with the owners in the future.
Conclusion
In this paper, we propose EV-Linker to couple the mobile devices with the owners by simple devices so as to enhance current Wi-Fi attacks' effect. We give a detailed presentation of the workflow of EV-Linker. To deal with the influences of the eavesdropped packets' random arrival and the persons' similar movements on the accuracy of the assignments, we come up with a context-based weight algorithm. Besides the moving persons, we also take into account a more challenging situation with the motionless persons. Aiming at making EV-Linker available with the motionless persons, we make a further analysis and present a single-camera-based position estimation method to select an optimal track, along which the signal capture devices are moved. The evaluation results demonstrate that with EV-Linker it can be easy and flexible for the attackers to couple the mobile devices with the owners so as to carry out the further attacks.
